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Computer security: Introduction to security

Introduction

» An information system is an organization of activities consisting of acquiring,
storing, processing, and distributing information. One of the technical means of
operating an information system is the use of computer systems.

» guaranteeing information security therefore implies guaranteeing the security of
computer systems.

» The problem of protecting information on computers has become even more critical
and difficult since the adoption of the Internet. The Internet has become the primary
route for unauthorized users to penetrate systems and perform malicious actions.

> It is therefore essential to know the system resources to be protected and to

implement protection mechanisms.
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1. Definitions

1. Information Security

This includes all the technical, organizational, legal, and human resources
implemented to minimize a system's vulnerability to accidental or intentional
threats.

2. Safety and Security
Information security covers two areas:

"Safety'': protecting computer systems against accidents caused by the
environment and system malfunctions.

""Security"": protecting computer systems against intentional malicious actions.
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2. Key concepts of computer security

» Vulnerability: A vulnerability (sometimes called a flaw or breach) is a point
where a system is susceptible to a malicious attack. It is a security weakness, either

logical or physical, that can be exploited to cause loss or damage.

» Threat: A threat represents the type of malicious action that can harm a system

by exploiting its security vulnerabilities (weaknesses). A threat is a potential danger

to the system.
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» Attack : An attack is a deliberate attempt to violate one or more security

properties.

» Contrmeasure : An action, device, procedure, or technique that reduces a
threat, a vulnerability, or an attack by eliminating or preventing it, by minimizing
the harm it can cause, or by discovering and reporting it so that corrective action can

be taken.

> Risk : An expectation of loss expressed as the probability that a particular threat

will exploit a particular vulnerability with a particular harmful result.
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3. Objectives of Computer Security

The objectives (properties, requirements, services, etc.) of information security define

what users of computer systems expect in terms of security.

Five main objectives to guarantee:

Objectives
of
Security

Confidentiality

Availability

Non-Repudiation




Computer security: Introduction to security

1. Confidentiality

This is the property that ensures only authorized users, under predefined conditions,
have access to information. In other words, it keeps information secret except from the
people for whom it is intended. One way to guarantee data confidentiality is through

data encryption and cryptography.
2. Authentificity
Verifying the identity of a user, process, or device, often as a prerequisite to allowing

access to resources in an information system. Among the means used to guarantee

authentication are login/password, digital certificates, etc.
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3. Integrity

This property ensures that data is not corrupted or modified in an unauthorized
manner. One way to ensure integrity is through the use of digital signature.

4. Availability

This property ensures that the data or services of a system are accessible when
needed by authorized users.

5. Non-repudiation

This property ensures that the perpetrator of an act cannot later deny having done it;
They take responsibility for it. For example, preventing the sender or receiver from
denying the transmission or receipt of a message.




Computer security: Introduction to security

4. Threat classification

Before you can implement a security solution, you must first start by knowing the
different dangers and their motivations in order to plan how to protect them and limit
the risks.

The different threats that exist can be classified according to several classes:
» Threat source

» Threat agents

» Threat motivation

» Threat intention

» Threats impacts
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4.1 Threat Source Classification

The origin of threat either internal or external.
4.1.1 Internal threats

Internal threats occur when someone has authorized access to the
network with either an account on a server or physical access to the
network. A threat can be internal to the organization as the result of
employee action or failure of an organization process.

4.1.2 External threats

External threats can arise from individuals or organizations working
outside of a company. They do not have authorized access to the
computer systems or network. The most obvious external threats to
computer systems and the resident data are natural disasters: hurricanes,
fires, floods and earthquakes. External attacks occur through connected
networks, physical intrusion, or a partner network.
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4.2 Threat agents Classification

The threat agent is the actor that imposes the threat to the system.
4.2.1. Human Threats

This class includes threats caused by human actions such as insiders or
hackers which cause harm or risk in systems.

4.2.2 Environmental threats

It comes, first, from natural disaster threats like earthquakes, flood or
fire and, also, due to animals and wildlife which cause severe damage to

information systems . Indeed, this class includes other threats such as
riots and wars.

4.2.3 Technological Threats

Technological threats are caused by physical and chemical processes on
material.
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4.3 Threat motivation Classification

Attackers normally have a specific goal or motive for an attack on a
system. These goals can cause malicious or non malicious results.

4.3.1. Malicious threats

consist of inside or outside attacks caused by employees or non-
employees to harm and disrupt an organization like viruses, Trojan
horses, or worms.

4.3.2 Non-malicious threats

Non-malicious attacks occur due to poor security policies and controls
that allow vulnerabilities and errors to take place. It is caused by
ignorant employees with the aim not to harm the system.
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4.4 Threat intent Classification

Threat intent represents the intent of the human who caused the threat:
4.4.1. Intentional Threats

It represents threats that are result of a harmful decision. For example
computer crimes, or when someone purposely damages property or
information. Computer crimes include espionage, identity theft and
credit card crime.

4.4.2 Unintentional Threats

It represents threats that are introduced without awareness. These
threats basically include the unauthorized or accidental modification of

software. Accidental error includes corruption of data caused by
programming error, user or operator error.
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4.5 Threat impacts Classification

A security threat can cause one or several damaging impacts to systems,
we divide them into seven types:

> Destruction of information,
» Corruption of information,
> Theft or loss of information,
> Disclosure of information,
> denial of use,

» Elevation of privilege,

> lllegal usage.
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5. The different types of attacks

Cyberattacks encompass various intentional cyber threats. These attacks can be grouped

into four categories: malware, email attacks, exploits and intrusions, and web attacks.

5.1. Malware

5.2. Email Attacks

5.3. Exploits and Intrusions
5.4. Web Attacks
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6. Defense Methods

Antivirus Software

Firewalls

Encryption

Virtual Private Networks (VPN)

Intrusion Detection and Prevention Systems (IDS/IPS))
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