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Intro

= History:
* 1991: Stuart Haber described the first blockchain.
* 1998: Nick Szabo worked on the mechanism for digital currency.

° 00: Stefan Konst published a general theory on the set of solutions for
implementation.

* 2008: Santoshi Nakamoto First conceptualized blockchain.
* 2009: The Bitcoin network begins.
* 2013: Bitcoin really took off.

 2016: ICICI Bank executes India's first transaction on blockchain.
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What is the Blockchain

®» Before starting to know the meaning of Blockchain,
we should know the types of networks.

» Network types:

* Centralized Network

* Decentralized Network
e Distributed Network
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Centralized Network

» A centralized system has a
central node that controls
other components
communication in the

system.

Only special users can access
the history of transactions or
confirm the new one.
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Decentralized Network

® A decentralized system is
connection of several
component groups operating
independently locally.

» Every participant in the
network can access the
history of transactions or
confirms new one.

Decentralized
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Distributed Network

® Distributed systems are similar
to decentralized systems in that
they do not have a single point
of control over the system since
components are spread across
ultiple components.

Distributed system has
components located on different
network computers. There is no
global control and, thus, no
single point of failure.

Distributed
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Blockchain

= Blockchain is a chain of data records that are distributed across a decentralized network of
computers (peers), meaning that there is no central authority or single point.

® FEach "block" contains data, and blocks are linked in a chronological "chain.*

= [t is best known for its crucial role in cryptocurrency systems, maintaining a secure and
ecentralized record of transactions, but it is not limited to cryptocurrency uses.

Blockchains can be used to make data in any industry immutable, meaning it cannot be
altered.

® Since a block can’t be changed, the only trust needed is when a user or program enters
data. This reduces the need for trusted third parties, such as auditors or other humans, who
add costs and can make
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The Structure of Blockchains

Block Chain Neitwork



What is the network?

® The network is composed of
“full nodes.” Each node
contains a complete record of
all the transactions recorded in
that blockchain.

The nodes are everywhere,
and gnyone can run them.
Opgrating a full node 1s
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What is a block (blockchain block)?

® A blockchain stores transaction data in

blocks, which are permanent records. A

One Block in a Block Chain block records some or all of the; network's
most recent unvalidated transactions. Once

the data are validated, the block 1s closed.
Then, a new block 1s created for new
transactions to be entered into and validated.

Data

Hash ® A block 1s thus a permanent store of records
that, once written, cannot be altered or
removed without changing all preceding or
following blocks.

» The first block 1s called the "Genesis Block".
If you tamper with block 2, it will change
block 3's previous has, making the chain
invalid.

Hash of previous block




What is a block (blockchain block)?
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One Block in a Block Chain

Data

To: @;
Amount: $§

Hash

Hash of previous block

What is a block (blockchain block)?
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What is a block (blockchain block)?
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What is a block (blockchain block)?

= FEach block holds a section of

Data Block 1 Block 2 Block 3
Hash

/' Previous Hash

& &

Hash Hash:(6HQ9 Hash: H97P
Previous Hash:‘;\ Previous Hash: &\ Previous Hash:




What is a block (blockchain block)?
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What is the chain?

®» A hash that links one block to
another, mathematically ‘“chaining”
them together. This i1s one of the
most  challenging concepts 1n
blockchain to comprehend.

» The magic also glues blockchains
together and allows them to create
mathematical trust.
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Blockchain has five elements

e . Encryption: Blockchain Immutability: Completed Encryption
pD(;erir(I:?[:l)’gz?S. glrgclggg?é% uses ’rechnologie§ such ’rrcnsoc’[ions are s
hvsically apart from as public and private cryptographically signed,

peoych o’r%erpond are keys to record the data time-stamped and

connected on a network in the blocks securely sequentially added to
and semi-anonymously the ledger
Distribution
Immutability
. . Decentralization: Both network

Tokgmzahoq. Tropsoc’nons Gnd. information and the rules for how the
ofher inféractions in a blockchain network operates are maintained by

involve the sechLfLrJeeexchonge of nodes on the distributed network due to

a consensus mechanism

Decentralization Tokenization
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The Map of Blockchain

Consensus
Protocol
Minin Hash
9 Cryptography

Distributed Immutable
P2P Network Ledger




The Map of Blockchain
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The Map of Blockchain
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The Map of Blockchain
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The Map of Blockchain
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The Map of Blockchain
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The Map of Blockchain
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What's the

Hash?

A hash is generated from the data contained in each
block using cryptography.

Hashing is infegral to blockchain security. It forms the basis
for creating blocks, chaining them together, and
generating digital signatures.

It prevents tampering attempts, as altering a block
requires recalculating the hashes of every subsequent
block, a practically impossible feat that requires a lot of
computing resources.

In essence, hashing safeguards blockchain technology's
transparency, frust, and security.



ple plaziuly WS K 9 soszsll bl creHash 5y oLad) oz, ™
ool 263 3] .ondd ekl el cpe Uoland 17 52 A5ezll pzady « pa il
byl lagdgtll s Ladly e Llasyg « iSO e Lid) 3

WS ol Jodad o) G el c¥glxa (po ondid oldl Ajall (s
FUEP dpgul> 394 bt Lilee
il eldl 8 Lo 3aiSill 343959 Olaly Ablads A55mtll (ragand Ao luy

aruy Jle

What's the

Hash? e st dlplipimas (A J10) Ao (S (1905 o clliodla 585 Jus
Sy it dxl Jol> 13] Lalgime Jioy (A3523) (ane By Amiiall ile
S 2 lriall e Uy ceiaall el 3 oyl Joad dulad (i

A G g3l el Joms Los gt Lot e




The security level of hash functions

= The current hash functions have a high level of security, but this does not mean they are
infallible.

An excellent example of this is:

1- The MDS hash function. The specifications promised very high security in principle. Its
use spread on the Internet due to the need for a hashing system to maintain its security. But in
1996, the function's security could be broken. This made it obsolete, and it was recommended

that 1t be abandoned.
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The security level of hash functions
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The security level of hash functions
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The security level of hash functions
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The security level of hash functions

2- Functions RIPE MD-160 and SHA-256. They are so complex that their safety is still
guaranteed. For example, it 1s estimated that using current supercomputers would take
thousands of years to break SHA-256's security.

The same applies to RIPE MD-160 and its consequent evolutions. This means both functions
still provide high security and can be used without problems.
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The security level of hash functions
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The security level of hash functions
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The security level of hash functions
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SHA-256 Hash Algorithm

= The National Security Agency (NSA) and the National Institute of Standards and Technology (NIST)
jointly introduced SHA-256, a secure hash algorithm that belongs to the SHA-2 algorithm family, in 2001.

® Hash function converts text of any length to an almost-unique alphanumeric string of 256 bit.
® [nitialization:
The initial hash values (eight 32-bit words) are set. These values are defined in the SHA-256 specification.

= Processing in Blocks:

ivide the padded message into 512-bit blocks. For each block, perform a series of bitwise operations,
modular additions, and logical functions using the current hash value and the block.

= Compression Function:

A compression function is applied to each block, creating a new hash value. This function involves mixing the
bits of the current hash value and the message block.

® Jteration:

Repeat the compression function for each block, using the output of each iteration as input for the next.




SHA-256 Hash Algorithm
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SHA-256 Hash Algorithm

=» Qutput:
The final hash value after processing all blocks becomes the SHA-256 hash of the original message.

This process involves many complex bitwise operations and transformations. The resulting SHA-256
hash for our simplified example would be a 256-bit, 64 hexadecimal characters.

Test Engineering Hash dc3101f57c983aa68499306de0e60ch7266e3blae223

function 5a84aa0d727f0f07b18f
Notes (SHA-256)

Hash
Test Engineering function 16d164f46c6a29518420d0cdda6394969692cc82145h
Note (SHA-256) 46eh89fe32af4a8b996e

1c16b269c52937974801f62cab41d7e75634de2b8d29
dd0508974978f414fd6a

Wikipedia article Hash

on hash function function
(SHA-256)

559aead08264d5795d3909718cdd05abd49572e84fe5

A Hash
5590eef31a88a08fdffd

function
(SHA-256)
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SHA-256 Hash Algorithm
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Characteristics of Hash Algorithm

= Among the main characteristics of the hash algorithm, the following can be
mentioned:

* One-Way.

* Deterministic.

+~ Fast Computation.

* The Avalanche effect.

e Must withstand collision.
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Characteristics of Hash Algorithm

= One-Way:

Once transformed by the algorithm, it’s

nearly impossible to revert the data to its How Hashing Algorithms Work
original state.

®» Deterministic:

The hash algorithm always produces the
same output when given the same input,
meaning that a SpeCiﬁC iHPU—t Wlll Plain text string Hashing algorithm Hashed text
consistently deliver the same hash value.

= [Easy to calculate:

Hashing algorithms are very efficient and
do not require large computing power to
run.
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Characteristics of Hash Algorithm

= The Avalanche effect.

Any slight change in data entry results in a different hash than the original
one.

ust withstand collision.

Collisions are improbable: When using SHA-256, there are 2256 possible hash
values, making it nearly impossible for two documents to accidentally have
the same hash value.
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Immutable ledger

An immutable ledger is a record-keeping system where

the data entered can't be altered, tampered with, or
deleted.

sures that all transactions or entries made in the
¢dger are permanently recorded and maintained in their
original state, creating a transparent and trustworthy
record of events.
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Immutable ledger
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Benefits of Immutable Ledger in Blockchain

= Security is Tight in Blockchain.
Ensures Authenticity and High Quality
adily Benefits Supply Chain Management @

Higher Level of Privacy E— Ensures
SCURy s 109 Authenticity and

in Blockchain \ighQuality
(X |

2 ?0

Readily Benefits
Supply Chain
Management

Higher Level of
Privacy




Benefits of Immutable Ledger in Blockchain
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Distributed P2P Network

» Blockchain is a P2P network that acts as a decentralized ledger for
one or more digital assets. It refers to a decentralized peer-to-peer
system in which each computer keeps a complete copy of the
ledger and verifies its authenticity with other nodes to guarantee
thedata's accuracy.

roup of devices call nodes.

When P2P networks are established over the internet, the size of
the network and the files available allow vast amounts of data to be
shared.
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®» Mining
A peer-to-peer computer process. Blockchain mining
1S a computation process performed to confirm and

verify transactions trustfully and to get the new
blocks added to the blockchain.
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Intro to Mining

®» Where does cryptocurrency (e.g., Bitcoin) come from? With paper money,
a government decides when to print and distribute money. Bitcoin doesn't
have a central government.

= With Bitcoin, miners use special software to solve math problems and are
i1ssued a certain number of bitcoins in exchange. This provides a smart way
to 1ssue the currency and incentivises more people to mine.

= Bitcoin miners help keep the Bitcoin network secure by approving
transactions. More miners means a more secure network.
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How Mining works?

= The Nonce “Number only used once”.

= How is the nonce used? Nonces are used as the changing variable.
Cryptocurrency workers use the nonce to validate the information
contained within a block. The mining program appends a random nonce to

e block header and hashes it. If this number exceeds the network target,

the miner tries again with another randomly generated nonce. If the
resulting hash value 1s equal to or less than the target hash, the miner has
created a solution and receives the block as a reward. The block is closed,
and a new one that includes the previous block's hash 1s opened.
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How Mining works?

- ALL POSSIBLE HASHES -

LARGEST

18DSA1AEDCBF543BC630130BEF99CFADS5D1B7413EFOSBOAF927432FDE8A8C68

00000000000087ECE6D4886046788DCB49E9897FO3C0AR63F1FOCBS7EEE7F@923

000000000000000000000000000000000000159CAA4B1EDAOFED66CBSE915C8F

SMALLEST




dLad ety JoSeig Al pgdy . crdd ol JoS959 5 Loy (S| aaddl 3L o e gulal Sy dotay cpaad]| ™
Badxa salas ao (381935 A3 uded dule ey ALS (piad (3 dall iy (KO Adeall i § oulal juaiaS il
A @il gl 13] Allio cadl 1 oo JBT 058G (&1 bt pial ¢ ol JSCa .caudl 1da J) dewdlly
oobatdl (oye ol db ud Cau ) 1 929 (L 1555 o dal) sl 13).cnsd el (3 gyl Yo Aellin pe pad Lol
dl Bigas A8 28Lsls wSTd Lajglens ] e iy 4aaS 1 Jony culall e D (1558 Ggu lus 9l
) o bl oSty g «Judd b ol il o el A5 odadl @it 15) (JUL dotao (e o ol
7l cpeanl) Adoe JoST a8 anang A eLadl ¢oaell poedend ccdul po J3T &5l il 13) Lol . AUiS

Al O 13) e > e BT Agan w81 ABlay Jaoes S 13) ) miad ¥ Blgs el o Jese tdauda 7yl ™
Q@ simtll Jazmy Lan cclindy @iiud casdl oo el il 13]g (S 0 ST) ool iy cazdl oo J51 36U




¢ ! oy auS

Jl ASY e A Sl gz o> Sl muwdl sy All Possible Hashes  aisColl &lsjeedll e W
PEPA
bia (1955 Bodome dasd e JaT ol (Solud Liymd slm] ga cpaaddl (e duJl :Target Hash: adugudl a5l ™

By Aol A5l e sotall Jazy oo (Sauad) (po 30,8) 102 B iuo Sole Aagall

dl lobay g Slsde JCio Nonce  dalisell olizmdl oo dyuall Ay Ogidall agay @yl Sailly Wglell Aloc ™
Ol BlSse AT 32| iy cAsglall as5mall e ohall duas 13) ogllall Ul s 25 ol (Golud A3xs
dle jstall 55 ¢ asol cpllall w301 5 LelSy connn ey 3T oy e sptadl Jolons bl i shasute 75 ™




= Mining primarily involves solving cryptographic puzzles defined by the blockchain
algorithm. The blockchain protocol has set a target value as the central component of this
process. To successfully mine a block, a miner must generate a hash that meets specific
criteria relative to this target value. Specifically, only hashes that are below this target are
considered valid. If the generated hash exceeds the target, it is deemed invalid and 1s not
included in the blockchain.

® I a miner produces a hash: The existence of this target is arbitrary and serves no intrinsic
economic, logical, computational, or cryptographic purpose other than to impose a challenge
on miners. This mechanism functions as a hurdle that miners must overcome to validate and
add a new block to the blockchain. For instance, if a miner produces a hash above the set
target, it will not be accepted, and the miner will be unable to create a block. Conversely, if
the hash 1s below the target, the miner is permitted to generate the block and 1s considered to
have successfully mined it.




How Mining works?

- ALL POSSIBLE HASHES -

Block: #3 LARGEST

‘ Nonce: 5012

Data:
Kirill -> Hadelin 500 hadcoins

o: Kirill -> Ebay 100 hadcoins

Hadelin -> Joe 70 hadcoins

PrevHash: 3A14DF2ES7FB432A

Hash: 000013A1750420BA

TIP: Express Target with leading Zeroes

SMALLEST

E.g.'0000"
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Mining Difficulty

= When more miners join the network, the math problems will be solved faster, so the network
increases the difficulty of these problems.

= When the difficulty increases, the process of mining Proof-of-Work solving becomes more costly
and time-consuming.

= For example, in the Bitcoin network, the mining difficulty automatically adjusts when each 2,016
blocks are created.

= So, the average mining time remains 10 minutes per block, depending on the number of people
actively mining on the network.




Mining Difficulty RYRE | 2&.»3.:.44

s Lol Bladl muas (AT ) ondall (e skl eiaty Liaie Mining Difficulty ool Lgre W
Lkl 51 Boyia o ASall 53 Jlallog e el JSC

Jobl 589 8,4 a5 AST Proof-of-Work Jeall L] plaseinly cpaadl Ldee muat (ugaall abliy wic ™
G 4l 2016 S cLaAS) aay WEL cpaasd) Lgas iued @i opeSand! A0l 3 (JUL Juw e
e cuatlly Ogasdy cuddl (old¥l sue e 13lazel clldg (aliS ST 35085 10 Jloo cpaadd) cdy Lawgie
A

A ) S Aalsy culs wdg e laeld Jiludl Zt.a}’.p <l comdall




» Blockchains are powerful tools because they create
honest systems that self-correct without needing a third
party to enforce the rules. They accomplish the
enforcement of rules through their consensus algorithm.

= The consensus algorithm methodology enables
blockchain to offer unique benefits without sacrificing
What's the speed and low transaction costs.

= Consensus algorithms serve as the fact-checkers and
guardians of any blockchain system, ensuring that any
Algorithm? predetermined transaction c;onditions are met perfectly.
Moreover, consensus algorithms are aptly named, as
they confirm that all the participant nodes in the system
agree to a specific outcome, which is a favourable state
for the entire network.

Consensus
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What's the Consensus Algorithm?

= (Consensus algorithms guarantee that transactions will go through 1f all the
relevant conditions satisfy all involved parties. Consensus algorithms utilize
thousands of nodes within a blockchain system to carry out an astronomically
complex mathematical equation, ensuring that every node complies with the
conditions.

® the most popular types of consensus algorithms:
1. Proof-of-Work Algorithm.
2. Proof-of-Stake Algorithm
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Proof-of-Work Algorithm.

= Many blockchains, like Bitcoin and Ethereum, use a “proof of work” consensus. In
this kind of blockchain, the consensus algorithm determines whether new data
entered into the system agrees with it and examines whether the new data is
valid. Public blockchains need a robust system because anyone can add data to
them. Their consensus mechanism is the rule set that determines what makes a
block valid and what chain should be trusted.

» When a blockchain network has a PoW algorithm, each participant is required to
complete a certain amount of computational problems. These problems are
presented as exceedingly tricky mathematical equations that a computer can
only solve. Whoever solves these math puzzles first is entitled to propose the next
node in the expansive blockchain network.
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Proof-of-Work Algorithm.

While the POW approach is a tried-and-tested method for ensuring security and
verifying blockchain transactions, it has certain disadvantage:

First, it requires a lot of computational power, forcing participants to spend
significant amounts of energy in the process. As a result, the POW method is
costly financially and damages the environment, as it causes massive carbon
emissions every year.

Moreover, POW has become slower over the years due to the sheer complexity
of computational requirements. With blockchain networks becoming more
popular, POW has slowed down significantly.

Lastly, the POW method requires high startup costs for aspiring crypto miners
since the equipment is expensive.
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Proof-of-Stake Algorithm

® [n a proof-of-stake model, nodes are chosen pseudo-randomly, with the possibility of
being selected increasing based on their stake in the network. Their stake 1s
measured by the amount of cryptocurrency in their possession. The main benefit of
the change will be the reduction in the cost of energy associated with proof of work.
This may make 1t more attractive for individuals to run nodes in the network, which
would increase decentralization and increase security.

® The proof-of-stake methodology absolves the network participants from time-
consuming and energy-intensive computational work. Instead of creating new
network nodes by solving complex mathematical equations, the POS approach
enables the network participants to stake a minimum amount of a particular crypto.
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Public and privet Blockchain

= A Public Blockchain, also known as a permissionless Blockchain, is open to all, and
everyone can read as well as write over the data. In a public Blockchain, you don't need
any authorization as you have open access to all the data. Moreover, if the Blockchain is
public, the rules are very complicated, along with a complex consensus algorithm for better
security.

® [n this guide, we will discuss complex consensus algorithms in detail, along with Proof-of-
Work and Proof-Stake. Miners use these algorithms to confirm transactions over the
Blockchain.

® A public Blockchain has more complex consensus algorithms as compared to a private
Blockchain because, in a private Blockchain, the permission is limited to a group of people
who are accessing the network.
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® [n the case of a complex consensus algorithm, they are computationally more expensive to
mine into a block.

®» No one owns a public Blockchain; hence, it has no central authority or a single person
holding it.

» Al the public Blockchains are open, which means no one owns them, and you can read and
write data over it.

®» The Bitcoin Blockchain and Ethereum Blockchain are the best examples of public
Blockchains
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Private Blockchain

Private Blockchain, as the name suggests, is for personal use. It can be used with your existing
applications to make them even more secure. Such networks allow you to provide significant
permissions, like authorizing the nodes connecting to the network.

Nodes are different computers connected inside the peer-to-peer network running the Blockchain
codes.

In a private blockchain, you don't need miners to solve a complex problem, wasting precious time
because the data must be confirmed quickly.

Permissioned ledgers limit contributions to a limited set of users given permission. Depending on
the settings of the ledger, access to view records can be restricted or public. Many different aspects
of the blockchain can be customized to meet different needs. These are likely to be the most useful
for the public sector.
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What are the Blockchain Use Cases in the
Financial Sector?

= (Capital Markets
= Asset Management
= Payments and remittances

= Banking and Lending

= [nsurance
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Capital Markets

® (Capital markets refer to the pairing of issuers with demand for capital to investors with corresponding
risk and return profiles. Raising capital can be challenging whether issuers are entrepreneurs, startups,
or large organizations. Firms face increasingly tough regulations, longer times to get to market,
volatility from interest rates, and liquidity risk. Particularly in emerging markets, they must navigate the
lack of rigorous monitoring, thorough regulation, and sufficient market infrastructure for issuing,
settlement, clearing, and trading.

= B|ockchain offers multiple benefits for several capital market use cases:
* Elimination of a single point of failure through decentralized utilities

* JFacilitation of capital market activities streamlining processes, reducing costs and decreasing
settlement times

* Digitization of processes and workflows, reducing operational risks of fraud, human error, and overall
counterparty risk

e Digitization or tokenization of assets and financial instruments, making them programmable and much
easier to manage and trade. In token form, they gain wider market access through increased
connectivity and the possibility of fractionalized ownership. This results in increased liquidity and
decreased cost of capital.
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Asset Management

® Venture capital firms, private equity firms, real estate funds, and specialty
markets are facing demands to improve liability risk management, adapt more
dynamic decision-making structures, and address the increasing complexity of
ever-changing regulations. Blockchain can effectively streamline asset and
stakeholder management. It allows:

®» Automated fund launch
» Seamless stakeholder engagement with digital assets and services

® Digitization of portfolio and existing holdings for broader market access,
liquidity, and fractionalization

®» (Customizable built-in privacy settings for transaction confidentiality

» Voting and other shareholder rights and obligations are programmed into digital
assets, resulting in a seamless user experience and reduced risks of human error.

» [mproved governance and transparency for investors and stakeholders

» Automated fund administration and transfer agency in asset management
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Payments and remittances

» Several intermediaries carry out international payments and remittances today, charging
tolls for their services. It takes 2 to 7 days and costs a global average of 6.94% to send
$200 between countries. This means that fees, intermediaries, and financial institutions
directly reduce remittances by $48 billion. Blockchain can streamline payment and
remittance processes, significantly reducing settlement times and costs. It allows:

Rapid and secure domestic retail payments and cross-border payments.

®» Reduce the transaction cost

®» Managing time between banks, customers, and exchange companies.

» Multiple forms of payment-enabled on the blockchain: Crypto token, stablecoin, and
cryptocurrency
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Banking and Lending

®» Blockchain impacts banking and lending by increasing transparency, reducing costs, and
improving efficiency.

» Through its decentralized ledger, blockchain enables secure, immutable records, reducing
fraud and enhancing trust.

ross-border payments become faster and cheaper by eliminating intermediaries, while
smart contracts automate loan agreements, speeding up processing and reducing reliance
on third parties.

®» Blockchain also streamlines KYC/AML processes by securely sharing customer data
between institutions, improving compliance and reducing duplication.

®» Asset tokenization allows for more efficient collateral management, and peer-to-peer
lending through decentralized finance (DeFi) platforms enables individuals to lend and
borrow without traditional banks.
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Insurance

Property and casualty insurance claims are prone to fraud; claim assessments can take long
periods. Blockchain can securely streamline data verification, claims processing, and
disbursement, reducing processing time significantly. It allows:

» Authenticated documentation and KYC/AML data, reducing the risk of fraud and
facilitating claim assessments

Automated claims processing with the use of smart contracts

®» Automated parameterized contracts to pay out upon occurrence of certain risk

®» Automated disbursement of insurance payments

®» Tokenized reinsurance markets to facilitate policy reinsurance in open marketplaces,
stepping away from traditional broker and relationship-based systems
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